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Ops Intelligence
Al for Cloud
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source: www.xmatters.com/blog




Ops Intelligence
Al for Healthcare

Al-POWERED
MEDICAL
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Monitor: Diagnosis: Automation:
time series anomaly root cause analysis dynamic treatment
detection semantic explainability recommendation

time series classification
source: www.thetatechnolabs.in/blog-posts/



Time Series Anomaly Detection
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The Crisis of Traditional TSAD

- Detection models must be MORE GENERALIZABLE

- trained narrowly on domain-specific data, causing them to capture
dataset-specific features rather than universal failure patterns .

- require expensive, exhaustive retraining for new environments or
pattern shifts.

Build a Foundation Model, supporting zero-shot TSAD |



The Crisis of Traditional TSAD

- Detection systems must be MORE EXPLAINABLE

- Trust and Actionability: Semantic explainability is vital for precise
Diagnosis (RCA) and building Trust with the end-user

- Cross-Modal Fusion & Accuracy: Utilizing text as a semantic fusion
center enables the incorporation of other modal information (e.g.,
logs, traces), high detection accuracy .

Develop a chat-TSFM, providing semantic explanation
(linguistic reasoning)!



The Crisis of Traditional TSAD

- Ops (Detection) systems must be MORE AUTONOMOUS

- Closing the Ops loop: transition from providing alerts to enabling
self-correction and automated intervention (resolution) within the
ops system's closed-loop workflow.

- Build an Ops Agent, enabling closed-loop analysis and
reliable real-world intervention!



TimeRCD: A Foundation Models for
Zero-Shot Time Series Anomaly
Detection



Challenges & Limitations

- Pre-training Data:
- labeled anomalies are inherently scarce, providing the
model with few examples to learn abnormal behavior.
- data often lacks diversity, covering only a subset of
real-world patterns.



Challenges & Limitations

(b) Fail to reconstruct complex pattern

(a) Smoothed out subtle anomalies

Time-series with smooth anomalies
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TimeRCD
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TimeRCD

[ (c) Anomaly Detection by Relative Context Discrepancy \
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Relative Context Discrepancy: formulate detection as comparing a set
of time windows to extract extract discriminative relational patterns.

¥ bATADOG



Experiments: zero-shot

Metric Model Univariate Datasets Multivariate Datasets Total | Total
IOPS MGAB NAB NEK Power SED Stock TODS UCR WSD YAHOO MSL PSM SMAP SMD SWaT 1st 2nd
Zero-Shot Models
TimeRCD 8328 70.69 8248 79.73 85.51 96.87 7184 8637 84.63 9033 96.65 81.16 81.61 87.73 9258 7155 | 09 02
DADA' 89.37* 67.66° 86.56 9540 69.79 65.18 98.77 7689 7221 9392 9220* | 7657 8127 7692 8374 7618 | 03 06
TS-Pulse 68.76 6733  70.80 73.05 6994 6744 6793 6790 6770 6822  70.05 70.14 7028 6921 6821 71.18 | 00 00
Affiliation-F | MOMENT! 87.54* 66.76° 90.45* 9226 7597 59.13 4526 59.76 7577 9539  79.99* | 74.55* 65.79 77.42* 74.00* 70.17 | Ol 02
TimesFM 81.88 6695 7973 9049 69.88 67.14 97.53 89.08 70.03 7897  91.28 20.35 7124 4544 6285 4437 | 00 02
Chronos 90.12 67.89 86.66 93.63 6972 67.89 9685 9196 7435 9098  96.34 75.52 70.88 7222 7531 7043 | 03 04
Time MOE 7634 6723 8051 8050 71.19 6098 6328 5468 7356 8025 @ 69.70 69.85 5474 7438 6997 6437 | 00 00
TimeRCD 28.44 1.81 38.85 35.87 2847 69.43 31.73 65.89 3430 3504 85.86 4247 3798 3374 5391 3028 11 01
DADA' 4250* 091 3724 4798 1980 956 9549 13518 722 4846 79.52* | 3458 31.84 3042 40.80 3513 | 03 05
TS-Pulse 4.10 0.81 3461 27.07 1990 971 1598 1345 512 4.57 5.50 2357 2539 1234 915 2858 | 00 00
F1-T MOMENT! 33.15*  0.80° 5227 63.66 1991 954 18.04 17.47 13.02 4198 11.69* | 2597* 27.77 17.93* 28.68* 2876 | 01 03
TimesFM 48.95 0.93 36.74 36.63 19.80 9.58 8894 51.13 1078 4138  83.46 7.83 2542 1164 1865 2139 | 01 01
Chronos 45.45 1.10 36.10 33.16 1990 13.18 89.30 5390 10.88 39.82  79.00 1559 2542 11.72 1732 2888 | 00 04
Time MOE 25.95 0.63 3870 1578 19.85 17.73 34.13 2091 829 2260  37.11 2392 2682 1422 1990 30.11 00 02
TimeRCD 2422 1.62 27.70 33.05 2859 69.88 3261 67.02 28.13 3196 87.02 30.66 26.00 3048 4489 2873 11 01
DADA' 32.76* 0.80° 2691 4824 1599 269 9559 2818 336 4506 79.30* | 22.13 2407 2675 3498 3478 | 03 05
TS-Pulse 3.54 0.73 2161 2396 1827 8.84 1546 1245 205 2.17 4.00 1256 2231 7.44 8.00 2384 | 00 01
Standard-F1 | MOMENT! 30.69*  0.67° 44.75* 63.85 1639 336 1938 1464 9.00 4142 10.54* | 14.43* 23.83 12.92* 29.78* 21.30 | 01 02
TimesFM 34.28 0.83 2646 38.15 1673 296 89.13 4008 7.86 3850 84.44 575 2218 1046 1865 22.84 | 01 01
Chronos 32.69 0.99 2622 3354 1747 874 8941 4052 821 3458  78.89 11.63 2227 9.62 1750 2403 | 00 04
Time MOE 26.52 0.45 2620 1147 12.16 1773 3432 1638 4.09 2009 27.50 1285 2480 901 21.62 2358 | 00 02
TimeRCD 20.23 1.05 24.32 27.88 21.25 80.75 7128 9346 23.09 21.77 844l 2045 18.69 2268 37.03 1758 10 02
DADA' 2497* 0.57° 2473 4685 1061 642 9951 6483 294 3342 70.74* 1274 17.17 20.02 2598 21.13 | 03 06
TS-Pulse 4.64 0.56 1640 1939 11.72 9.1 7095 4586 120 1.83 9.93 741 1448  3.99 456 1567 | 00 01
VUS-PR MOMENT! 37.35*  0.56° 45.38* 67.74 1050 431 7697 5645 6.17 5526 30.81* | 9.32* 1648 897* 1596* 1490 | 02 00
TimesFM 19.56 0.58 2401 3502 1044 6.13 9839 7289 6.03 2157 86.78 11.84 1476 1695 13.02 1943 | 01 04
Chronos 19.00 0.60 2376 31.80 1095 865 9749 70.66 656 18.81  83.54 825 1461 5.18 1022 1644 | 00 02
Time MOE 16.63 0.52 2262 1976 934 1087 7478 4878 2.10 1093  20.90 7.82 1568 4.98 11.12 1620 | 00 01
TimeRCD Grand Total (Zero-Shot) 41 06

zsS-TimeRCD ran

=y

ks first in 41/64 and second in 6/64 in zero-shot comparisons!



Experiments: full-shot

Full-Shot Models

TimeRCD 83.28 70.69 8248 79.73 8551 9687 71.84 86.37 84.63 9033 96.65 81.16 81.61 87.73 9258 71.55 10 01
TranAD 83.19 67.28 90.28 85.02 71.56 61.03 5794 5276 73.31 84.34 76.08 7991 73.83 8739 9220 75.37 00 04
USAD 71.08  67.81 91.54 71.13 76.48 55.60 3592 4790 76.00 65.10 53.05 81.86 5786 8725 8509 75.06 00 01
OmniAnomaly 80.32  67.35 92.35 86.30 78.16 61.26 7524 50.73 73.53 78.02 71.31 83.15 58.17 9138 85.82 73.39 03 02
Affiliation-F | LOF 81.06 68.44 7575 8474 66.76 63.85 69.74 60.58 73.53 8129 75.63 8435 6198 6332 64.13 5634 01 00
IForest 52.81 68.82 3984 71.15 0.00 7009 0.06 44.17 50.56 41.24 33.30 6336 63.78 5996 69.71 0.00 00 01
Sub-PCA 7539  66.90 89.29 97.10 7137 67.14 70.63 7275 16.66 76.45 75.85 8425 7149 90.08 85.80 76.29 02 04
DCdetector 71.83 67.91 7221 6231 69.75 7220 5579 57.81 70.18 72.79 67.77 6774 6732 67.10 6955 71.07 00 01
TFMAE 78.25 67.50 7599 7691 7030 68.17 56.39 62.83 70.60 80.25 76.87 75770 7007 7536 7085 75.72 00 02
TimeRCD 28.44 1.81 38.85 35.87 2847 6943 31.73 65.89 3430 35.04 85.86 4247 3798 3374 5391 30.28 08 01
TranAD 22.63 1.65 3728 6997 2236 957 1673 1351 775 2094 8.41 3942 2549 29.12 3798  49.58 00 01
USAD 20.99 4.07 61.46 70.64 2823 954 16.86 20.85 14.63 14.18 9.35 4871 2896 4394 5041 5041 03 01
OmniAnomaly 51.17 1.61 40.09 8220 2348 9.68 36.22 1433 847 3479 24.16 4936 3042 46.63 51.84 46.64 03 04
F1-T LOF 27.97 1.15 3576  63.57 19.80 9.60 66.14 31.63 831 2438 55.93 3897 2558 21.81 10.13  30.62 01 02
IForest 7.64 0.84 21.44 65.56  0.00 954 1.10 11.06 636 4.28 4.90 2073 2539 1432 1620 0.00 00 00
Sub-PCA 32.75 0.98 54.15 84.18 2030 954 20.10 18.40 18.90 24.62 11.57 49.02 30.38 4431 51.87  46.65 01 06
DCdetector 6.61 1.32 3272 2921 21.13 1053 16.07 1640 6.62  7.32 6.81 2324 2534 1573 9.47 28.64 00 00
TFMAE 19.41 1.07 33.04 31.11 20.18 11.82 22.15 1648 590 19.11 23.85 2528 2536 1939 10.13 2846 00 01
TimeRCD 24.22 1.62 2770 33.05 2859 69.88 3261 67.02 28.13 3196 87.02 30.66 26.00 3048 4489 28.73 06 01
TranAD 34.85 1.46 2733 60.36 2236 2.63 1623 1194 440 2023 5.70 29.60 2563 2511 4399 61.86 00 02
USAD 30.66 3.89 56.15 6291 2824 341 1799 2387 10.74 13.20 7.21 3871 2841 3866 53.06 62.82 03 02
OmniAnomaly 47.05 1.44 28.81 74.03 2350 043 38.59 1265 5.11 29.57 21.40 39.10 3043 4050 57.06 5593 04 04
Standard-F1 | LOF 30.28 1.05 2404 5692 12.18 411 66.20 2577 470 2262 48.95 30.65 18.80 18.70 8.41 29.08 01 02
IForest 8.37 0.73 29.41 58.10 19.77 3.81 1691 1335 409 2.07 3.20 1468 24.15 13.61 16.89  26.76 00 00
Sub-PCA 33.96 0.83 46.71 8543 1605 956 21.77 18.72 15.12 2474 11.06 3829 3026 3890 57.22 5598 02 04
DCdetector 5.19 1.21 24.02 17.37 21.10 1054 1697 17.85 3.18 4.64 4.14 1408 2533 10.67 8.99 27.02 00 00
TFMAE 9.48 0.97 2378 19.74 20.14 11.87 2332 1488 2.83 1553 20.50 15.68 2539 12.58 9.16 27.08 00 01
TimeRCD 20.23 1.05 2432 27.88 21.25 80.75 7728 93.46 23.09 21.77 84.41 2045 18.69 2268 37.03 1758 08 00
TranAD 21.61 0.64 2482 61.63 13.04 575 78.08 4733 225 1220 25.78 1478 1649 1337 2834  47.37 01 00
USAD 16.58 0.75 55.03 5853 18.68 437 7453 5636 885 10.00 14.15 2995 17.59 2637 3453 4473 01 04
OmniAnomaly 25.35 0.64 27.17 7451 1432 620 91.29 4555 240 1637 29.26 31.57 1858 28.07 3744 4297 04 03
VUS-PR LOF 19.43 0.57 21.18 58.52 9.3l 6.81 83.07 49.14 239 1285 41.37 24.67 1358 10.59 4.40 14.50 00 02
IForest 8.59 0.62 23.57 56.50 11.56 7.71 7099 46.62 288 2.06 10.47 1129 1585 755 8.88 15.49 00 00
Sub-PCA 23.02 0.60 46.08 8891 1049 372 80.86 54.16 1292 1641 21.57 3143 1852 2642 37.50 43.02 02 06
DCdetector 5.83 0.59 16.60 14.03 1232 937 7416 4666 153 323 10.17 7.01 1449 421 4.66 15.04 00 00
TFMAE 5.32 0.64 1568 17.81 1190 955 7354 4879 257 5.36 25.93 825 1422 5.76 4.77 15.38 00 01
TimeRCD Grand Total (Full-Shot) 32 03

zs-TimeRCD ranks first in 32/64 and second in 2/64 in full-shot comparisons!



Contextual Understanding
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TimeRCD can learn the complex relationships between distant point



Real Data or Synthetic Data

Table 2: Weighted average performance across 9 univariate benchmarks.

Pre-Training Dataset Affiliation-F F1-T Standard-F1 VUS-PR
Our Synthetic Data 0.878 0.569 0.523 0.478
Our Synthetic + DADA Injection 0.878 0.505 0.462 0.487
Real-world Data + DADA Injection 0.716 0.073 0.062 0.102
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AXIS: Explainable Time Series
Anomaly Detection with Large
Language Models



Motivation of Anomaly Explanation

(b) Existing XAl

(a) Traditional Black-box Models

Time Series Data

Anomaly
Detector

‘.’]@

Anomaly Scores

| see a spke on scores, but what
n does it actually mean? | hav
's an anomaly.

t
d
e no

Time Series Data

XAI

Time
k. ’J ((Features |

Anomaly Scores

SHAP Value

0.87
0.3
- -
PRy -
Variance Skewness Min

Not clear Varianca', 'Skewness'... These
.% e just technical stats. What
did the data actually look like?

A =

J

Reasoning process is a black
box. Experts remain in the

dark.

Post-hoc attribution methods
lack semantic intuitive.
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Limitations

Time Series Data r Question
Are there any Lack of Contextual Grounding:
anomalies between
timesteps 5and 6? . .
need to interpret local events in the

pronounced V-shape.

Time N The tmo sris rom context of the full series
Series step 5 to 6 shows a

Poor Contextual Grounding

: T5$E'§§§‘i'?b‘2§!;1,'°“' J Lack of Representation Alignment:

without the global context.

........................................ — bridge -the Semantic gap between
Time W R e The variance increased | I I . | . I d h
Ny L___Stwtistics | C kg i ow-level numerical signals and the

Poor Representation Alignment — riCh con CeptS from h uman

‘ What did the data actually 1
- Tlooklike? This explanationJ reasonl ng

is too abstract !
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AXxis

(i) Symbolic Numerical Hint | (ii) Context-Integrated Step-aligned hint
( \ — e ———— N T
i i Time Series Data
LLM Input Template | | TimeSeries Dats || !
| | |
I I ,
You are an expert time series analyst. Analyze the | : | : Anomaly Scores
provided data and answer the question. | From startindex | I '
| Segmentlto end index | : ¢ - : t
### Time Series Data | H [ Time Series Encoder f“»] | i
- **Window:** Steps {start_index} to {end_index} } : | A | | all) oy
- **Values (scaled by 100):** {time_series_tokens} | LTextualize 1l ¢ | o
|
| ! Time Series Embeddings
### Contextual Hints Tokenize | [ s b ] | I T & !
- **Per-Step Analysis:** {local_hint_tokens} — | lLTokenize | : """"""""""" ‘I —> [ Anomaly Head %7\ ]
- **Fixed Hints: ** {fixed_hint_tokens} ” | | | €<-1-
\_ ) | ! i
| | | |
|
N \ 1 l
Arbitrary Question oo o !
.
Tokenize I \\\ |
| _________________________ N
True or False: There is evidence of an anomalous pattern € : | o Vocabulary word Input
present between steps {start_index} and {end_index} in the (iii) Task-prior Hint | // : embeddings Embeddings
time serieswindkow. ~ J s | ,———————"—="—="—=——=— I 7/ !
" / - N | ) ; i
4
4 { [ Learnable & [ i Ll Linear
Embeddings N [ [ Hint Tuner ¢ !
Generated Answer K — f 6 1
A | Bl A N !
- — — 2 1| I Nl MultiHead Attention |
False. There is no evidence of an anomaly occurring within ; | | : N 3 :
the time series window from step 202 to 239. The values : | Input | N1 -
display a mix of positive and negative values with moderate : ;‘ | ,I | | \‘\ ’
fluctuations, but there are no sudden spikes, abrupt drops, LLM @ \\ v [t I e e s e T e =
cr irregular patterns that would indicate anomalous behavior.J ___________ - \ _ 7
Jﬁ#y Phase | Training 6 Phase Il Training @Frozen —> Forward 4 » Backward Prompt Hint Prompt
Embeddings Embeddings
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Semantic Anomaly Benchmark

@C%} Procedure Engine

S ——— R s 1. Pattern-Level Anomaly

Abnormal Time Series Normal Time Series

Global descriptor
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1 ]
The trend is .. The period I A A 2 X A & X & d & |3
lengthis ... The anomalies : A - . f\ ( / AgR' ! : VocabUIary
are from step a to step b. e \/\J /. \ VP Y [\ : .
(other details ..) l . v «‘ v ¥V ¥ v Vo
o e e S M e FEees / 2. Contextual and Comparative
Random selected window Same window

(=)
LLM Agent 1

|

Question 123, / J 4. Ensuring Benchmark Integrity
Is there any anomalies from
etep ).(to step Z? How you >
identify them ? -\

LLM Agent 2

y Multiple Choice, True/False,

Yes, there are anomalies

flom .. Because .. Open-Ended QA format.

Answer

\I’\ Y \//\/ . Reasoning

LLM-Powered Explanation
WlndOW Textual Window Textual G en eratio n

0.12,0.34,1.21, 0.12, 0.34, 0.56,
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Experiments

Evaluation Metric: LLM-as-a-judge approach

Table 1: Main Results: AXIS vs Baselines

Multiple Choice Open Ended True False
Model Final Corr. Rsn. Qual. | Final Acc. Comp. Rel. | Final Corr. Justif.
AXIS 419 4.21 4.14 3.02 287 293 331 | 365 3.60 374
Image LLM 4.09 4.12 4.02 2.68 253 2.49 3.07 | 2.64 2.57 2.74
ChatTS 3.29 340 3.05 219 167 2.13 287 | 2719 2776 283
LLMAD 2713 210 219 209 2.09 1.89 231 | 249 252 243
ChatTime 1.33 1.49 0.98 96 0595 0.98 095 | 1.04 1.07 1.00
AnomLLM(Full) 313 2.98 3.49 286 253 289 320 | 288 260 331
AnomLLM(Window) 3.78 3.81 3.70 284 278 2.35 324 | 332 345 @ 3.12
Baseline 1 (Random) 1.02 1.03 1.00 121 121 LS 141 | 1.29 1.36 1.18
Baseline 2 (Heuristic) || 2.44  2.81 1.58 12 158 113 207 | 264 2774 250
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Experiments

Performance on real data

Table 4: Performance comparison on Multiple Choice (MC) and True/False (TF) tasks.

Dataset Metric AnomLIM  y;\AD ChatTS AXIS14B Image LLM
Window Full

MC Score | 278 1.69 248 2.83 3.07 2.80
YAHOO | MCAcc. | 048 018 047 0.52 0.55 0.52
(W=0.651) | TFScore | 2.62 190 254 2.13 3.28 2.29
TF Acc. 053 038 051 0.45 0.67 0.52
MC Score | 207 177 233 2.67 2.90 2.53
TODS MCAcc. | 037 030 033 0.47 0.53 0.47
(W=0.672) || TFScore | 2.67 253 287 2.53 3.07 2.07
TF Acc. 053 052 058 0.53 0.62 0.50
MC Score | 331 194 144 3.06 3.25 3.41
NEK MCAcc. | 063 031 013 0.56 0.63 0.63
(W=0713) || TEScore | 288 169 294 2.25 3.69 2.25
TF Ac. 0.56 035 059 0.47 0.74 0.50

ATADOG



Experiments

(a) Visualization for contextual grounding ability

Need Contextual Grounding

i

Question: When examining the time series
window from step 444 to 473, what evidence
would you look for to support or refute the
presence of subtle anomalies, and how would
you differentiate between normal fluctuations
and genuine outlier behavior near the window
boundaries?

Ours (Score 5.00) : There is no evidence of
anomalies in the time serieswindow from step 444 to
473. The pattern shows a smooth transition from
positive to negative values, followed by agradual
recovery and stabilization. Near the window
boundaries, the values remain within a predictable
range, indicating normal behavior rather than outlier
activity. Thus, the observed fluctuations are
characteristic of typical time series dynamics and
do not suggest the presence of subtle or genuine
anomalies in this segment.

ChatTS (Score 1.65): In this window, the primary
concern is the transition fromthe steady trend to the
final downward trend. The periodicfluctuation
amplitude is approximately 3.3, with a low
noiselLevel (standard deviation of 0.06). To
distinguish betweennormal fluctuations and outliers,
monitor deviationsexceeding +2.0 from the baseline.
The sudden decrease nearthe end of the time series
(around point 528) may appear as an anomaly in this
window.

AnomLLM (Score 1.65): To identify subtle anomalies
from steps 444 to 473, would examine deviations
beyond typical fluctuation ranges, such as sudden
spikes or dips inconsistent with prior patterns.
Differentiating normal fluctuations from outliers
involves assessing whether boundary points
significantly deviate from the local mean or trend,
considering the context of surrounding data.
Consistent, isolated deviations near boundaries may
suggest genuine outliers, whereas gradual, minor
variations are likely normal fluctuations.

LLMAD (Score 3.60): There are no segments with
persistent high or low values that deviate significantly
from the rest of the sequence. The brief dip to -2 at
index 11 is immediately surrounded by values close
to zero and quickly returns to baseline, which does
not constitute a prolonged or abrupt anomaly. Upon
careful review, all observed fluctuations are minor and
fall within the expected range of normal data. There are
no sequences or points that meet the criteria for any
anomaly type with high confidence.
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